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vendor assumes no responsibility for any inaccuracies that may be contained in this document, makes 

no commitment to update or to keep current the information in this manual, or to notify any person 

organization of the updates. Please Note: For the most up-to-date version of this manual, please see our 

web site at www.supermicro.com. 
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in this manual at any time and without notice. This product, including software, if any, and 

documentation may not, in whole or in part, be copied, photocopied, reproduced, translated or reduced 

to any medium or machine without prior written consent. 

IN NO EVENT WILL SUPERMICRO BE LIABLE FOR DIRECT, INDIRECT, SPECIAL, INCIDENTAL, SPECULATIVE 

OR CONSEQUENTIAL DAMAGES ARISING FROM THE USE OR INABILITY TO USETHIS PRODUCT OR 

DOCUMENTATION, EVEN IF ADVISED OF THE POSSIBILITY OF SUCHDAMAGES. IN PARTICULAR, 

SUPERMICRO SHALL NOT HAVE LIABILITY FOR ANY HARDWARE,SOFTWARE, OR DATA STORED OR USED 

WITH THE PRODUCT, INCLUDING THE COSTS OFREPAIRING, REPLACING, INTEGRATING, INSTALLING OR 

RECOVERING SUCH HARDWARE,SOFTWARE, OR DATA. 

Any disputes arising between manufacturer and customer shall be governed by the laws of Santa Clara 

County in the State of California, USA. The State of California, County of Santa Clara shall be the 

exclusive venue for the resolution of any such disputes. Super Micro's total liability for all claims will not 

exceed the price paid for the hardware product. 

FCC Statement: This equipment has been tested and found to comply with the limits for a Class A digital 

device pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection 

against harmful interference when the equipment is operated in a commercial environment. This 

equipment generates, uses, and can radiate radio frequency energy and, if not installed and used in 
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communications. Operation of this equipment in a residential area is likely to cause harmful interference, 

in which case you will be required to correct the interference at your own expense. 

California Best Management Practices Regulations for Perchlorate Materials: This Perchlorate warning 

applies only to products containing CR (Manganese Dioxide) Lithium coin cells. Perchlorate Material-

special handling may apply. See http://www.dtsc.ca.gov/hazardouswaste/perchlorate/ for further 

details. 
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Part 1  Background  
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1 SuperDoctor 5 Overview  
 

SuperDoctor 5 (SD5) is an agent system that runs on monitored hosts designed by Supermicro to provide 

local system health and information. SD5 supports a Web-based interface program and a command line 

interface program for server management. 

 

1.1 Key Features 
¶ Supports monitoring, control, and management functions. 

o Hardware Monitoring: fan speed, temperature, voltage, chassis intrusion, redundant power 

failure, power consumption, disk health, raid health, and memory health. 

o 20 Types of system information: BIOS, Baseboard, Chassis, Computer System, Disk Drives, 

Memory, Network, Printer, Processor, System Slot, IPMI, Power Supply, Account, Operating 

System, Process, Service, Share, Time Zone, OEM Strings, and System Cfg Options. 

¶ Provides SNMP extensions for network management system. 

¶ Easy to use Web-based and command line interfaces. 

¶ Notifications sent via email and SNMP traps. 

¶ Easy to customize: 

o Pluggable hardware and software monitoring plug-ins. 

o Compatible with Nagios plug-ins. 

¶ Supports Windows and Linux platforms. 

 
Figure 1-1: SD5 Web-based Console 
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Notes:  

1. Monitoring memory health by SuperDoctor 5 is not available on Supermicro desktop 

motherboards. In addition, not all Supermicro servers support the function of 

monitoring memory health. Please refer to the Supermicro web site for an up-to-date 

list of supported products.  

2. Monitoring SMART health supports non-RAID internal hard disks and does not support 

USB hard disks and flash disks. To use this function, install the smartctl utility program 

first.  

3. Monitoring RAID health is available on LSI MegaRAID 2108, 2208 and 3108 controllers. 

LSI MegaRAID 2008, LSI Fusion-MPT based and Intel Rapid Storage Technology 

controllers are not supported. 

4. The system information is platform dependent. Types include Desktop Monitor, Floppy, 

Keyboard, Port Connector, Parallel Port, Pointing Device, Serial Port, Computer 

Summary, Startup Command, and Video Controller, which are supported on Windows 

platforms only. 

5. BIOS flashing is supported on Windows platforms only. This function is available on 

Supermicro motherboards newer than H8, X8, and X9 series. Please refer to the 

Supermicro web site for an up-to-date list of supported products.  

6. The system tray function is supported on Windows platforms only. 
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1.2  Minimum System Requirements  
¶ Hardware 

o Supermicro servers 

o 200 MB free disk space 

o 64 MB available RAM 

o An Ethernet network interface card 

¶ Operating System 

o Red Hat Enterprise Linux Server 5.x, 6.x, 7.x 

o SUSE Linux Enterprise 11.x, 12.x 

o Windows 2008 Server R2 

o Windows 2012 Server R2 

 

Note that SuperDoctor 5 might be run on the operating systems not in the support list but 

not fully validated by Supermicro. 

¶ Browser 

o Internet Explorer 8.x 

o Firefox 3.x 

¶ Screen resolution 

o 1024 x 768 or higher resolution 
 

1.3  Default TCP/UDP Ports  
¶ Binds TCP port 8181 for HTTP 

¶ Binds TCP port 8444 for HTTPS 

¶ Binds TCP ports 5333, 5666, and 5999 for NRPE (See 3.2 Connection Modes for more information) 

¶ Binds for internal communications TCP port 7777 and a free TCP port between 31000-32999 

¶ SNMP GET sent on UDP 161 

¶ SNMP Trap sent on UDP 162 
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2 Setting Up SD5 
 

2.1  Installing SD5  
SD5 provides installers for both Windows and Linux platforms. A user can run the installers in either of 

two modes: GUI interactive mode and text-console mode. The text-console mode can be run with either 

interaction or silence. If a user wants to deploy SD5 to a large number of hosts, installing with the text-

console mode in silence is particularly useful. 

 

2.1.1 Windows Installation  
 

1. Execute the SD5 installer. Note that you must have Administrator privileges to install and run SD5. 

2. Click the Next button to continue. 

 
Figure 2-1 
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3. {ŜƭŜŎǘ ǘƘŜ άL ŀŎŎŜǇǘ ǘƘŜ ǘŜǊƳǎ ƻŦ ǘƘŜ [ƛŎŜƴǎŜ !ƎǊŜŜƳŜƴǘέ ƻǇǘƛƻƴ ŀƴŘ ŎƭƛŎƪ ǘƘŜ Next button to 

continue. 

 
Figure 2-2 

4. Click the Choose button to select a directory to install SuperDoctor 5 and click the Next button to 

continue. 

 
Figure 2-3 
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5. {ŜƭŜŎǘ ά.ǳƛƭǘ-ƛƴ όWw9 мΦсΦлύέōǳƛƭǘ-in Java VM and click the Next button.  

 

Note: If you select "Choose a Java VM", the architecture of the selected Java VM must be 

compatible with the installer. For example, to use an x86 version of SuperDoctor 5, you 

need to select an x86 version of Java VM. 

 

 
Figure 2-4 

 
6. In this step, users can decide whether to install SuperDoctor 5 SNMP extension or not. SuperDoctor 

5 contains an SNMP extension module that should be plugged in into the Microsoft Windows SNMP 

service. Users can therefore query the readings of monitored items via SNMP. To install the SNMP 

extension, the Microsoft Windows SNMP service must be installed first.  

If the Microsoft Windows SNMP service is not installed, you can either: 

¶ exit the installation program to manually install the Microsoft Windows SNMP service, 

or  

¶ install SuperDoctor 5 without the SNMP extension. 
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Figure 2-5 

 
If the Microsoft Windows SNMP service is installed and started, you can either 

¶ install SuperDoctor 5 and the SNMP extension, 

or 

¶ install SuperDoctor 5 without the SNMP extension. 

 
Figure 2-6 



      
 

{ǳǇŜǊƳƛŎǊƻ {ǳǇŜǊ5ƻŎǘƻǊ р ¦ǎŜǊΩǎ DǳƛŘŜ 18 

 

7. Select Yes to use the default key stores and click the Next button to continue. For more information 

on how the keystores are used, see 9 SSM Certification in this manual. 

 
Figure 2-7 

8. Three communication modes are supported in SuperDoctor 5. See 3.2  Connection Modes for more 

information. By default, Mode B (SSL) and Mode C (Keypair) are enabled when SuperDoctor 5 is 

installed. You can configure the port numbers. Click the Next button to continue. 

 
Figure 2-8 



      
 

{ǳǇŜǊƳƛŎǊƻ {ǳǇŜǊ5ƻŎǘƻǊ р ¦ǎŜǊΩǎ DǳƛŘŜ 19 

 

9. {ǳǇŜǊ5ƻŎǘƻǊ р ǇǊƻǾƛŘŜǎ ǘƘŜ ²Ŝō ŎƻƴǎƻƭŜ ά{5р ²Ŝōέ όǎŜŜ 4 SD5 Web in this manual for more 

information). Select Yes to enable the SD5 Web. You can also configure the default HTTP port 

number and the default HTTPS port number to access the SD5 Web. When completed, click the Next 

button to continue.  

 
Figure 2-9 

10. Click the Install button to install the SuperDoctor 5 software on your computer.  

 
Figure 2-10 








































































































































































































































